KUTAHYA GEDIiz 1 EYLUL iIMAM HATIP ORTAOKULU
E GUVENLIK POLITiIKASI ve AMACLARI

Kiitahya Gediz 1 Eyliil imam Hatip Ortaokulu; e-Giivenlik kapsamina giren bilgisayarlar,
tabletler ve cep telefonlari gibi teknolojiyi kullanirken, dijital diinyadaki ¢ocuklarin ve yetiskinlerin
korunmasi igin vazgegilmez bir unsur olduguna inanmaktadir ve bu dogrultuda gerekli calismalar
yapilmaktadir. Sanal platformlarin ve bilgi iletisim teknolojilerinin glinlik yasamin énemli bir pargasi
olduguna inanmakta olup ¢ocuklarin sanal ortamda karsilastiklar riskleri ydbnetmeleri ve bunlara
tepki vermek ve stratejiler gelistirmenin yollarini 6grenmeleri igin destekleyici calismalar
yapmaktadir. Egitim standartlarini yiikseltmek, basariyi tesvik etmek, personelin mesleki ¢alismalarini
desteklemek ve ydnetim islevlerini gelistirmek igin toplumun kaliteli internet erisimi sunma
yukimlalaglne sahiptir. Tiim ¢ocuklarimizin ve personellerimizin sanal ortamlarda potansiyel
zararlardan korunmasini saglamakla sorumludur.

M.E.B Destek Hizmetleri Genel Mudiirliigiiniin “Okullarda Giivenlik Onlemleri Alinmas!”
konulu genelge dogrultusunda Kiitahya Gediz 1 Eylil imam Hatip Ortaokulu olarak; okulda can
glvenligi,internet glivenligi, kisisel glivenlik, akran zorbalgi, siber zorbalik gcocuk haklari ve korunmasi
temalari baz alinarak okul politikasi belirlenerek gerekli tim e-giivenlik tedbirleri alindi.

E-GUVENLIK POLITIKASININ AMACI;

+» Okulumuzda givenli bir ortam oldugundan emin olmak icin, toplumun tim
Gyelerinden beklenen ana ilkeleri, glivenli ve sorumlu kullanim teknolojisi ile ilgili
olarak tanimlamak.

< Tum Uyelerini cevrimici olarak korumak ve gilivenligini saglamak.

«* Teknolojinin potansiyel riskleri ve yararlari konusunda toplulugunun tim Uyelerinde
farkindalik yaratmak.

% Tim personelin glivenli ve sorumlu bir sekilde calismasini saglamak, olumlu
davraniglari online olarak modellemek ve teknolojiyi kullanirken kendi standartlarini
ve uygulamalarini ydnetme gereksiniminin farkinda olmak.

«*» Okuldaki tiim tyeler tarafindan bilinen ¢evrimici glivenlik endiselerine yanit verirken
actkca kullanilacak prosedirleri tanimlamak.

% Bu politika, yonetim organi, 6gretmenler, destek personeli, harici yikleniciler,
ziyaretgiler, gonillller ve okul adina hizmet veren veya bunlari yerine getiren diger
kisiler (toplu olarak bu politikada “personel” olarak anilacaktir) dahil olmak lizere tim
personel icin gecerlidir ) yani sira cocuklar ve ebeveynler.

< Bu politika, internet erisimi ve kisisel cihazlar da dahil olmak tzere bilgi iletisim
cihazlarinin kullanimi icin gecerlidir; cocuklar, personel ya da diger kisilere, calistiklari
dizisti bilgisayarlar, tabletler veya mobil cihazlar gibi uzaktan kullanim igin okul

tarafindan verilen cihazlar icin de gecerlidir



OKUL BINASI, BAHGESI VE SINIFLARDA UYGULANACAK TEDBIRLER
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Ogrenci servis araclarinin okul bahceleri disinda, giivenli ve uygun yerlerde dgrenci indirme
ve bindirme yapmalari saglanir ve 6grenci inis ve binisleri ndbetgi 6gretmen tarafindan
yoklama alinarak yapilir.

Okulumuzda gérev yapan tiim personelin (servis soféri, iskur Elemani) her tiirlii giivenlik
sorusturmasi yapilir.

Okul ici ve okul disi her yeri gorebilen gece goriis 6zelligine de sahip kamera sistemi
okulumuzda mevcuttur ve aktif kullanilr.

Okul giris ve gikislari tek kapidan yapilir.

Okul bahgesine 6grenci glivenligi agisindan, arag giris ¢ikislar yasaklanir.

Okulumuzda siddet, akran zorbaligi, saldirganlik gibi risk faktorlerinin en aza indirilmesi igin
gerekli tedbirler alinir. Okul glivenlik yaklasimi kapsaminda koruyucu ve 6nleyici ¢alismalar
yuratalir, konuyla ilgili kurum ve kuruluslarla sirekli isbirligi saglanir.

INTERNET GUVENLIGI (eGUVENLIK---eSAFETY)

Bu kapsamda okulumuzda asagidaki e-glivenlik tedbirleri alinmaktadir:
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Okul midiri ve okul personeli internetin glivenli kullanimi konusunda gerekli hassasiyeti
gosterir. Okul lideri ve personeli internet glivenligi icin gerekli egitimleri alir.

Okul personeli ve paydaslar dijital gelismelere ve yeni egilimlere agiktir.

Okul personeli diizenli araliklarla 6grencilere, ebeveynlere ve paydaslara egitimler verir. ]
Okul personelleri tarafindan 6grencilere ¢evrimigi teknolojilerin saghkli kullanimi konusunda
farkindaliklarini tesvik edici calismalar yapilir.

Okuldaki internet saglayicisi (MEB) her tiirlii zararli igeriklere ulasimi engellemistir. Bu
sitelere erisim MEB internet filtreleme agina takilir.

Milli Egitim Bakanligi Hukuk Hizmetleri Genel MidurlGga tarafindan Okullarda Sosyal
Medyanin Kullanilmasi konulu yazi geregi, 6grencilerin, ebeveynlerin, personelin
fotograflarinin cekilmesi ve yayinlanmasi givenlik nedeniyle yasaklanmistir.

Tarayicilarin gizlilik ve gtivenlik ayarlari yapilarak, viriis programi kullanilarak siber zorbaligin
online gecilmesi saglanir.

Mobil cihazlarin/cep telefonlarinin egitim amaci disinda kullanilmamasi icin gerekli 6nlemler
ahnir.

Okul personeli cevrimici ortamda kullandig dil ve Gslubuna dikkat eder.

internet giivenligi acisindan personelin kullandig sifreler diizenli araliklarla degistirilir.

Okul giivenlik koordinatori olarak okul middri gerekli 6nlemleri alir.

Okul internet glvenligi politikamiz kapsaminda alinan tedbirlerin ihlal edilmesi durumunda
her tarli hukuki islem yapilir.

Web sitemizde okulumuzun adres, telefon, fax ve e posta adres bilgileri bulunmaktadir. ]
Sitemizde yayinlanan tim icerikler okul mdirimuziin onayindan gectikten sonra siteye
konulmaktadir.

Okulumuzun web sitesi bilgi islem birimimizin sorumlulugunda olup gliclt gtivenlik 6nlemleri
alinmis durumdadir.

Ogrenci calismalari,velilerinin izinleriyle yayinlanmaktadir.
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Paylasilan tiim fotograf ve videolar okul politikasina uygun sekilde okul idaresinin izni ve
onayi ile paylasiimaktadir.

Ogrenci icerikli tim paylasimlarda velilerin izinleri ainmaktadir.

Veli izni yaninda 6grencinin de izni olmadan fotografi ¢ekilip kullanilmamaktadir.

Ogrenciler tarafindan hazirlanacak olan bir video heniiz hazirlanmadan énce, bununla ilgili
gorev alan 6grenciler, 6gretmenlerinden izin almahdir.

Paylasilan tim 6grenci bazli etkinliklerde, etkinlik 6ncesinde velilerin izinleri alinmalidir.
Video konferans, resmi ve onaylanmis siteler araciligiyla yapilacaktir.

Kullanicilar, sahsi sosyal medya hesaplarinda, okul 6grencileri ve ¢alisanlarinin yer aldig
gorselleri, okul yetkili mercileri tarafindan onaylanmadan paylasamazlar .

Okul 6grenci ve galisanlarini ilgilendiren/iginde bulunduran tim igerik, ancak kontrol ve onay
sureglerinden gectikten sonra, paylasima acik hale gelecektir.

internet; bilgiye ulagmakta en dnemli araclardan biri haline gelmisken, bunu okuldaki
mufredat ile iliskilendirerek dogru bilgiye en glivenli sekilde 6grencilerimizi ve
O0gretmenlerimizi ulastirabiliyoruz.

Tim okulumuza ait bilisim cihazlarimizi kullanim politikamiza uygun sekilde, gerekli
filtrelemeleri yaparak giivenli hale getirmis durumdayiz.

Tam galisanlarimiz, velilerimiz ve 6grencilerimiz etkili ve verimli cevrimici materyallerin
kullanimi konusunda bilgilendirilmistir.

E-glivenlik ve siber zorbalik konulari belli derslerimizin yillik planlarina dahil edilmis olup, bu
konularda yil icinde 6grencilere bilgi aktarimi devam etmektedir.

Cevrimici materyaller 6gretme ve 6grenmenin dnemli bir parcasi olup mifredat icinde aktif
olarak kullaniimaktadir.

Okul saatleri icinde 6grencilerimizin kisisel cep telefonu kullanimi yasaktir. Gliindiz cep
telefonlarini miidiir yardimcisina teslim eden 6grenciler aksam ¢ikis saatinde telefonlarini
geri teslim alirlar.

Her tirli kisisel cihazlarin sorumlulugu kisinin kendisine aittir.

Okulumuz bu tiir cihazlarin kullanimindan dogacak olumsuz saglik ve yasal sorumluluklari
kabul etmez.

Okulumuz kisisel cep telefonlarinin ve bilisim cihazlarinin kayip, ¢calinma ve hasardan
korunmasi i¢in gerekli tim 6nlemleri alir fakat sorumluluk kisiye aittir.

Okulumuz 6grencileri, velilerini aramalar gerektigi durumlarda okula ait olan telefonlari bir
okul idarecisi gbzetiminde kullanabilirler.

Ogrencilerimiz egitim amacl (web 2 araglarinin kullanimi vb) kisisel cihazlarini kullanmak igin
okul yonetiminden izin almalidir.

Velilerimiz okul saatleri icerisinde 6grencileriyle gériisme yapmamalari gerektigi konusunda
bilgilendirilirler. Eger zorunlu haller var ise okul yénetiminden izin alarak gérisme yapmalari
saglanmalidir.

Ogrencilerimiz cep telefon numaralarini yalnizca giivenilir kisilerle paylasmalari,
tanimadiklari glivenilir bulmadiklari kisilerle cep telefonu gibi kisisel bilgilerini
paylasmamalari gerektigi konusunda bilinglendirilmektedirler.

Calisanlar (6gretmen, idareci, personel vb.) kisisel cep telefonlarini ders saatlerinde sessize
alarak ya da kapatarak gorevlerine devam etmelidir.



KUTAHYA GEDIiz 1 EYLUL iIMAM HATiP SECONDARY SCHOOL

E SAFETY POLICY and OBJECTIVES

Kiitahya Gediz 1 Eyliil imam Hatip Secondary School; While using technology such as
computers, tablets and mobile phones covered by e-Security, it believes that it is an indispensable
element for the protection of children and adults in the digital world. And necessary studies are
carried out in this direction. She believes that virtual platforms and ICTs are an important part of
daily life and works to support children in managing and responding to the risks they face in the

virtual environment and learning ways to develop strategies. It has the obligation to provide high-

quality Internet access to the community in order to raise education standards, promote success,

support professional work of staff and improve management functions. It is responsible for ensuring

that all our children and staff are protected from potential damage in virtual environments.

In line with the circular of E Taking Security Measures in Schools in of the General Directorate
of Support Services of M.E.B., Kiitahya Gediz 1 EYLUL IMAM HATIP Middle School; school policy was
determined based on the themes of life safety, internet security, personal security, peer bullying,
cyber bullying children's rights and protection, and all necessary e-security measures were taken.

PURPOSE OF E-SECURITY POLICY;
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To ensure that there is a safe environment in our school, we define the main
principles that are expected from all members of society in relation to safe and
responsible use technology.

Protect and secure all members online.

Awareness of all members of the community about the potential risks and benefits
of technology.

To ensure that all personnel work safely and responsibly, to model positive
behaviors online and to be aware of the need to manage their own standards and
practices while using technology.

Identify procedures to be used explicitly in responding to online security concerns
known to all members of the school.

This policy applies to all staff, including the governing body, teachers, support staff,
external contractors, visitors, volunteers and other people serving or performing on
behalf of the school (collectively referred to as “ staff ada in this policy) as well as
children and parents.

This policy applies to the use of information communication devices, including
internet access and personal devices; It also applies to devices that are provided by
the school for remote use, such as laptops, tablets or mobile devices where they
work, to children, staff or others.

MEASURES TO BE APPLIED IN SCHOOL BUILDING, GARDEN AND CLASSES



Student service vehicles are provided to take and unload students in safe and convenient
places outside the school gardens, and student descent and boarding are done by attendant
teacher.

All kinds of security investigations are carried out for all personnel working in our school
(service driver, iskur Personel).

In-school and out-of-school night vision feature can be seen in the camera system is
available and actively used in our school. ] In order to ensure the safety of the school yard,
we have a wall of our school in the school. School entrances and exits are made through a
single door.

In our school, necessary measures are taken to minimize risk factors such as violence, peer
bullying and aggression. Preventive and preventive works are carried out within the scope of
school security approach and continuous cooperation is provided with relevant institutions
and organizations.

INTERNET SECURITY (eSAFETY --- eSAFETY)
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Within this scope, the following e-security measures are taken in our school

School principals and school staff show the necessary sensitivity for the safe use of the
internet. The school leader and staff receive the necessary training for internet security.
School staff and stakeholders are open to digital developments and new trends.

School staff regularly train students, parents and stakeholders.

School personnel carry out studies to promote awareness of students about the healthy use
of online technologies. The school's Internet provider (MoNE) has blocked access to all kinds
of harmful content. Access to these sites is attached to the MEB internet filtering network.
Ministry of National Education General Directorate of Legal Services

Taking pictures and publishing students, parents and staff is prohibited for security reasons
due to the article on Using Social Media in Schools.

By setting the privacy and security settings of the browsers, cyber bullying can be prevented
by using a virus program.

Necessary precautions are taken to prevent the use of mobile devices / mobile phones for
educational purposes. School staff pay attention to the language and style they use online.
For the security of the Internet, the passwords used by the personnel are changed at regular
intervals.

As the school security coordinator, the school principal takes the necessary measures.

In case of violation of the measures taken within the scope of our school internet security
policy, all legal actions are taken.

The address, telephone, fax and e-mail address of our school is available on our website.
After the approval of our school principal, all content published on our site is put on the site
by the IT department. The web site of our school is the responsibility of our IT department
and strong security measures have been taken. Student studies are published with the
permission of their parents. All photos and videos are shared with the permission and
approval of the school administration in accordance with the policy of the school.

In addition to the parents' permission, the photograph is not taken and used without the
permission of the student.
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Before a video that will be prepared by the students is prepared, the students who are
assigned to this should get permission from their teachers. In all shared student-based
activities, parents' consent must be obtained prior to the event.

Video conferencing will take place through official and approved sites.

Users cannot share images of school students and employees in personal social media
accounts without approval by the school authorities. Internet; While it has become one of
the most important tools in accessing information, we can connect it to the curriculum in the
school and provide our students and teachers with the right information in the safest way.
We have secured all our IT devices in accordance with our usage policy by making necessary
filters.

E-security and cyber bullying issues are included in the annual plans of certain courses, and
information is transferred to students during these years. Online materials are an important
part of teaching and learning and are actively used within the curriculum.

It is forbidden to use personal cell phones during school hours. Students who hand over
their cell phones to the assistant manager during the day take their phones back in the
evening.

The responsibility for any personal devices lies with the person himself.

Our school does not accept negative health and legal responsibilities arising from the use of
such devices.

Our school takes all necessary measures to protect personal mobile phones and information
devices from loss, theft and damage, but the responsibility lies with the individual.

The students of our school can use the phones of the school under the supervision of a
school administrator when they need to call their parents.

Our students must obtain permission from the school administration to use their personal
devices for educational purposes (use of web 2 tools, etc.). Our parents are informed that
they should not interview their students during school hours. If there are compulsory
situations, they should be allowed to interview with the permission of the school
administration. Our students are informed that they should only share their mobile phone
numbers with trusted people and not share their personal information such as mobile
phones with people they do not know.

Employees (teachers, supervisors, staff, etc.) should continue their duties by muting or
turning off their personal mobile phones during class hours.



